Portal SSO: Transform
UserPrincipalName to NamelD
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To successfully configure Single Sign-On (SSO) to the Userlane Portal using Microsoft ADFS as your Identity
Provider (IdP), you must add a Rule to the Claim Issuance Policy of the Relying Party Trust you created for
Userlane.

To do so, follow the steps outlined and shown below:

1. Go to the Control Panel > All Control Panel Items > Administrative Tools and open the AD FS
Management
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= P Terminal Services 8 File folder
5 Active Directory Administrative Center o Shortcut 2KB
¥ * ;; Active Directory Domains and Trusts 9/ Shortcut 2KB
s # £ Active Directory Module for Windows PowerShell 9/ Shortcut 2KB
* % Active Directory Sites and Services 9 H Shortcut 2KB
i1 Active Directory Users and Computers 9/15/2018 T:14 AM  Shortcut 2KB
vIv.ce 3 AD FS Management 9/15/2018 T:13AM  Shortcut 2KB
& ADSI Edit 9/15/2018 7:13 AM Shortcut 2KB
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;]'-3 DNS 9/15/2018 7:13 AM Shortcut 2KB
3] Event Viewer o/ T12AM  Shortcut 2KB
»= Group Policy Management Shortcut 2KB

2. On the left column, select Relying Party Trust, select your Userlane configuration and click on Edit Claim
Issuance Policy on the right column.
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3. In the new window, click on Add Rule



Edit Claim Issuance Policy for Userlane Manager S50

lssuance Transform Rules
The following transform rules specify the claims that will be sent to the relying party.

lssued Claims

PrincipalName to NamelD MName ID
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4. Then select Transform as Incoming Claim from the dropdown and click on Next

§ Add Transform Claim Rule Wizard

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim nile template.

Claim rule template:

Send LDAP Attributes as Claims
Send LDF\P Ru’l:utea as Claims
SendG i

Paaa Thrnud-lorﬁlteran Incoming Claim
Senddah'ns 5 Custom Rule
i this femp atelo create

ankﬁdﬂmﬁaddﬁﬂevmhmmdumhnhmﬂmaﬂ
Active Directory attibutes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. i you want to only send individual group

. use the Send Group Membership as a Claim rule template.
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5. In the next screen complete the following form and press OK:
Claim rule name: Transform UserPrincipalName to NamelD

1.

o~ W

Incoming claim type: UPN

Outgoing claim type: Name ID
Outgoing name ID format: Email
o Select “Pass through all claims”

| Edit Rule - Transform UserPrincipalName to NamelD

You can configure this rule to map an incoming claim type to an outgoing claim type_ As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim value,
Claim rule name:

|Trans‘onn UserPrincipalName to NamelD

Rule template: Transform an Incoming Claim

Incoming claim type: |UF’N

Incoming name |0 format Unspecified

Outgoing claim type: |Name D

Outgoing name |D format: |Emai

@) Pass through all claim values

O Replace an incoming claim value with a diferent outgaing claim value
Incoming claim value:
Outgoing claim value

() Replace incoming e-mail suffix claims with a new e-mail suffix
New e-mail suffix

Example: fabrikam com
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